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What are the Threats

e Denial-of-Service Attacks
e Account Takeovers
 Website (SQL) Injections
e Point-of-Sale Breaches
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UNCLASSIFIED//FOR OFFICLIAL USE ONLY

B c vber Division
Private Industry Notfiffcatfon

30 Aungust 2013

PIN #: 130830 — 001

(U) Hacktivist Group Targeting Financial Institution Web Sites
with Distributed Denial of Service Attacks

(L) General Observations:

(LT The FBI is aware of a possible cyber-related threat to financial institutions beginning
September 1, 2013 On Auagust 27 2013 the hacktivist group “Tunisian Hackers IT” updated
their Facebook page (hitp:Famarar facebook. com/hmisianhackers2) with information on “Phase I
of OpllSA  an effort to target several commercial and government sites with distmbuted demal of
service (DDoS) attacks. “Phase IT7, a day devoted to wide-spread web defacements, will themn

commence on September 11, 2013,

(L) Planned Phase I Targets

(L7 Phase 1 of OplISA will consist of 10 days of DIDoS attacks against a specific bank each day
between September 1-10. According to a post made on pastebin friy28528 the planned targets are

as follows=-

COTEN

TP 74 200. 55 18

aba.com | 1-800-BANKERS

09062013
http:/farara rbecbhank com
IP: 142 24597 214

09072013
http:/famarar_secoritybanknsa conn
IF: 54 236 180 64

09082013
hittps ffarana_royalbank -usa coms

P 74 200 .57.147

American
Bankers
Associations




No

American
Bankers

Association.

Sign out Contact Us Press Room Consurners [ Search B

About ABA  Training & Events Policy Issues Advocacy Compliance Tools & Resources Products Bank Community Engagement

» By Job Function
» By Bank Type

» E-mail Bulletins

aba.com | 1-800-BANKERS 5 /&)

Home > Tools & Resources » By Job Function » Fraud / Security » Distributed Denial of Service gﬁﬁﬁ; E’ Print
Attacks (DDoS)

Distributed Denial of Service Attacks (DDoS)

August 2013

FBI Warns of OpUSA Cyber Attacks

On August 30, the FBl warned financial institutions to take precautionary measures in anticipation of distributed denial of service
attacks, or DDoS, that criminal hackers have planned for this month. Most of the targets of the attacks, which are expected to
comprise Phase | of an effort known as “OpUSA,” are U.S. government agencies and financial institutions.

A Tunisian hacktivist website shows that Phase |, which began Sept. 1, will consist of 10 days of DDoS attacks against a specific bank
each day, the FBI said in an alert shared with ABA. Phase Il will commence on Sept. 11 and feature a more widespread attack

The FBI said precautionary measures include implementing a data back-up and recovery plan; readying a DDoS mitigation strategy;
regularly mirroring and maintaining an image of critical system files; and scrutinizing links contained in email attachments.

Read the FBI alert. http:/ fwww aba com/Tools/Ebulletins/Mem/Documents/COpUSAPIN20130830 pdf (Members Only)

On August 5, the criminal hackers associated with OpUSA created a new Pastebin post identifying new targets, mostly U.S.
government agencies and financial institutions, for their next attack slated for September 1. OpUSA is the group behind the
distributed denial of service (DDoS) attacks launched against financial institutions in May 2013 which were deemed to be poorly
coordinated and resulting in little to no impact to the sector. Per an alert from the Financial Services Information Sharing and
Analysis Center (FS-ISAC), the latest OpUSA campaign most likely will rely on commercial tools to exploit known vulnerabilities,
rather than developing custom tools or exploits. This suggests some of the participants possess rudimentary hacking skills capable of
causing only temporary disruptions of targeted websites.

See the FS-ISAC announcement.

If vou experience activity related to OpUsa, please contact the FS-ISAC SOC.
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Denial of Service - Goals

e Disruption
« Cause damage to business income / reputation
« Demonstration

o Assert superiority
 Publicize a cause

e Diversion
 Divert attention from an illicit act
« Applies almost exclusively to financial
transactions

e Destruction?
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Evolution from Disruptive to
Destructive Attacks

Advanced DDOS - 2012, 2013

* 40+ FIs targeted

* Resulted in dynamic, effective information sharing
« Wake up call for financial services industry

Shamoon — 2012

 Malware executable spread using network shared drives

» Corrupts files and wipes device boot blocks at specified date

« Agroup named "Cutting Sword of Justice" claimed responsibility
« Attack on 30,000 Saudi Aramco workstations

South Korean Attacks — 2013

« 2 banks, media company and insurance company targeted

« Patch systems targeted

* Wipers hit Windows, Linux and UNIX OS and removed system files. Over 3,000
machines made unbootable
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Would You Click on This Link?

From: A Urdted States Detrict Court [pubposnauscousts com]
Ta: Seve Krech
i

Subriesits  Subgeders N case #28-FESCH

D W U Bebpoatd = B Tad Caas

Insnad by the
UNITED STATES DISTRICT COURT

ITasned To: Steave Mirsch
Fropel Jofcwvane CoIpoIatico SURPOEMA TN A CIVIL CASE

408 =37 L=6300

Case somber: JE-T55-YCH
Vnized Joates Daatrics Coust

YOU ARE HEREBY COMMANDED to appear and testiy bofore the Grand Jury of the United States District Court
at the place, date, and time specifiied below.

Placa: United States Sourthouse Dats and Tims: Hay 7,2008
280 Front Street 3500 a.m. F5T

Zan Diega, Califernia Wai0l

Room: Grand Jurv Rocs
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Password-stealing Trojan ser

as e-mail attachment
-

inal logs into victim
ny’'s bank account

Criminal Sends Sub-$10,00
Payments to Money Mules

{:};‘L@ TR
- =

Mules withdraw cash and forward to
criminals overseas ' American
/&) Bankers
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Actual Bank Site

) The Bank Online - Sign On - Mozilla Firefox LEX)
Eile Edit View History Bookmarks Tools  Help
‘ =
\ 3
\(_-,l_ [the B https://thebank/com/portal/Index.do 7 || |2~ condls Plla

The Bank

Your gateway to wealth and stabili First time user? Register

Sign onto The Bank Online ®

Home Our Company Investor Relations EVET=] @[]

Consolidate Password
with the Stude

- Reduce Your Mom_[lly Pawqen!s . Fererm h er.mb User ID

~ Choose a Low Fixed or Variable 4 Sign On . |
LY F,

- Take Advantage ol Opportunilies

¥ Forgot Uszer ID oF Password?

» lngresar en espanol

PAY LESS,
ENJOY MORE!
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Infected Bank Site

2 Citibank Online - Sign On - Mozilla Firefox

Ble Edt Vew Hstory Bookmaks Tooks el
! =
3

(€ )2 |[EFEEEII ] hitps://thebank/com/portal/Index.do 7 - |||~ ook Pl

The Ba nk First time user? | Register

Your gateway to wealth and stabil

Sign onto The Bank Online : &

User ID

Password

Consolidate e —

with the Studeé armmenit card # (CiNy:

- Reduce Your Monthly Payments _

- Choose a Low Fixed or Variable Spcial Security or Tax 1D #:

B

PAY LESS, . Remember my User ID

Home Our Company Investar Relations

ENJOY MORE! 'Sign On |
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Where do Breaches Occur?

Data Breaches

2013

Government
& Military

___Education
Medical & 4 _
Healthcare Banking,

Credit &

Financial

Source: Identity Theft Resource Center
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There were over 600 reported data
breaches during 2013

The two sectors reporting the highest
number of breaches were the
healthcare sector at 43 percent of
reported breaches and the business
sector, including merchants, which
accounted for nearly 34 percent of
reported breaches.

The business sector, because of the
Target breach, accounted for almost
82 percent of 2013’s breached
records.

The Banking, Credit and Financial
sector accounted for 4 percent of all
breaches and less than 2 percent of
all breached records.

Overall, for 2009, 62 percent of
reported debit card fraud losses were
borne by banks, while 38 percent
were borne by merchants.
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ABA Resources
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Network Security and Data Protection

Pe Irustwave

irity & Cor
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Cybersecurity Resources off Homepage

Amarican
Barkers
Association.

No

ABA National Agricultural
Bankers Conference
Nevember 10-13, 2013

Recent News

Trade Deficit Shrinks in jun=
Busgust 6, 2013

Luethemeyer Proposes SIFl Designation Changes
August 6, 2013

ABA Posts Webinar Recording on ‘Ht's Time to Pay’
Cornmes Tacls
August 6, 2013

Survey Finds Some Credit Exsing, Stronger Loan
Demand
Avgust 5, 2013

ABA Experts on Call

P

On-target Answers

Members-only Access to Banking Experts
Search Online Now

Upcoming Events

Bayond Payroll Cards
August 13, 2013 | Bricfing

ABIA Annual Conferance
Sectamnber 16-18, 2013 | Pont= Vidra, FL

Marketing Conference
September 22-24, 2013 | San Antanic

Wealth Management & Trust Conference
Februany 26-15, 2014 | San Diego

Mare Events for Banking Professionals (0

NEW: Cybersecurity Resources

Wisit aba.com/Cybersecurity

Welcome, Doug johneon

b Manage E-Sulletins
¥ Update Your Info
¥ Log Qut

¥ Bank Security Cormmittes
» Community Bankers Councl
¥ Information Secusity

» Login

» Compliance calendar
» Training

» Trending iszues

» Resources by [ob Function
» Register fora conference
» Online courses

» Cartifications

* Jain ABA

I credit Unione: 1t Time to Pay
& community Bark Reg Relief
Direct Contact Bankers

[E] st=t= Bankers Assacation Alkance

Educate. Advocate. CHANGE.
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Cybersecurity Landing Page

American
Bankers 4 Conmerls  PressRsom  Consumers
Association.

ng & Events  Policy Issues Products  Bank Community Engagement

b B lob Function Hama = Tocks & Ra: By lab Functian » Cybarsecurity 3 £ [infs] & print

By Bank Tyee ABA Solution: Cyber / Mobile Security

E-mail Bulletins Consurners and businesses are relying mars on electronic devices such as computers, tablets. and smarsphones 1o bank and shop
anline. A= the threats posed by cybercriminals and hadstivists who want to steal personal and financial information or disrupt accesz
#o online services continue to increase, here are resources available to help you serve and protect your consumers and their financial

Online Discu==ion

G
roups oo
¥ Communication Tools
+ Toolboues Fnancial Services Targeted in Mew Round of DDOS Attacks
b Exparts On C The Gas=am Cyber Fighters (QCF) the group responsible for previows distributed 2enial of zervice [DDoS] attacks against
: finameizl insttutions, have crezted 2 naw Pastshin post “Fhass 4, Operation Abzkil” The post 2nnounced the and of the
; E’"_‘“”""""g recent break in attacks against the LS. financial sector and the comesponding start of Phase 4 of the operation. The group did
TeETETE nat provide any spacfic targass for Phase 4 and only statas that asacie will be ranewed in “camning dzys" and that the new
* Econcmic Resourses phase will b= “a bit different " DDoS Information
* Research

Financial Services Sector Coordinating Coundil (FS3CC)
Special Offers The ABA iz an active participant in the Financial Services Secter Coordinating Council for Critical Infrastructure Pratection and
Homeland Security [FSSCC) FS5CC's mission is the strengthen the resiliency of the sector against attacks and threas to the
critical infrastructure through pramating protection, preparsdness and collaboration with the Federal government and
coordinating criss respenme. More information

Job Bank

Top Issues Products

N L‘.:ccum ke ABA-Endorsed Products and Services
» Distributad D

2l of Service (DDoS) Attscks

* MNetwork Security and Datz Protaction
Rescurces - Trush

ABA brimu
Professional Development Lizhility
ABA Industry Providers
ABA sets the industry standard for training emplaoyess
and developing banking lesders on cybersecurity.

» Service Mambar Dirsctory

Maney Laundaring Enforcement
Conference Related Resources
Risk Managerment Form

ce Conference ABA RESOUTCES
nformation Sec

Regulatory Cornpl
Frontline Training

» Experts On Call

¥ Securty Network

online dzcussian zrovp provides 2
forum to share ideas related to ghysical

E-rnail Bulletins =zzcurity. lozz prevention and informaticn
security professionals employed by ABA

rremiars.

Bank Risk News
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Training & Events  Policy lssues
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Cybersecurity Issues Pages

By Bank Typ=
E-rnail Bulletins

Online Discus=ion
Groups

Communication Tools
Toolbowes
Eperts On Call

E-:nchma.rking
Prograrms

Economic Resources
Research

Special Offars

|k Barik

Amarican
Bankers
Association.

Hame » Tools & Resaunces » By Jab Function = Frawd £ Security = Distributed Denial of Sarvice

Astacks (DDaS]

Distributed Denial o

| Amarican
Bankers
Issue Association.

Finandal institutions hawe recenthy and in
these attacks is to dizrupt the bank's procd
amounts of server and data requests. The
unavailatle access to their online banking
* By |ob Function
¥ your in=titution has experizsnced, or is o
¥ By Bank Type
¢ Contact the Finandal Services
(=0C] immediately ot iar@fizal
» Consider tziloring the followin
¢ Recommended Consurmer Med

L

E-rnail Bull=tins

Ll

Online Discuz=ion
Groups

» Communication Tools

]u['}r 2013 » Toolboo=s
alert: DDOS Attacks May Resume this Wy
denial of =arvice ([DDoS) attacks againet i
po=t announced the =nd of the recent bes
operation. The group did not provide amy
and that the new phase will b= “a bit diffe

Exgpe=rt=s On Call

Benchrmarking
Programs=

L

Econamic Resources

¥ R h
For more information, download the F5-1 ===
[DDos) Attades. * Special Offers
¥ |okBank

More information will be provided as it bel

The AB& is actively imeolved in industry-ig
government and law enforcement and pry
hawe created and will continue to update
ways to idantify and mitigate the impact

Signout Contact Us

cacy Compliance Tools & Resources

ning & Events Pul.il:ylssues .l\d-.rcum.cy Compliance Tools & Resources  Products BankCDmmunit'r' Engagement

Prasz Room

Consuman

Products  Bank Community Engagement

3] + links | ﬁprnt

Sign out Contact Us Prass Raam Consumars

51 Tl =

Hame = Tools & Resources » By Jab Function » Frawd / Security » Corporatae Account Taleowvar

Corporate Account Takeover

Issue

First identified in 2005, Corporate Account Takeower is a type of corporat= identity theftinwhich cyber thieves steal business" valid
online banking credentizls or hijack browser session= to access a customer's sccount. Onee the opber thief gaine scce== 1o an
account. they can conduct unauthorized transactions, change contact information, and gather infarmation on the accsunt's history
o commit other crimes.

Ir the beginning, banks were tarpeted for this fraud: however, 25 banks have strengthened their s=curity, the oyber thieves et their
=ight= on 2 mew target the corporate customer. Cyber thieves tarpet employees and business=s of all sizes through phishing and
ather socizl enginesring attacks with the goal of enticing thern to download and spread mahware that will sllow vnauthorized access
o finamcial accounts and other sensitive information.

Banks muwst protect themeebves by increasing intemal awareress of this fraud, enhandng the ability to monitor for and detect it and
developing a response plan to addre=s it Most importantly, sines basks cannot control the security of their customers” devices, they
rnust wark to educate their ciznts of the risks and how they can protect themsebves.

ABA Positions

ABEA ix committed to addressing this m=us through its participation on varicus collaborative wondng groups imeclving ather industry
a=sociations, regulators, and Low anforcerment As a participant within the Financial Services Information Sharing Center's (F5-1SAC)
Account Take Crver Task Farce [ATO-TF), the ABA assizted in the development of resaurce= designed to educats banks and their
retail and corporate clisnts about this fraud. See the “Publications™ =action for more inforrmation.

aba.com | 1-800-BANKERS
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New Cybersecurity Category on CAB pages

Amarican
Eankerﬁ ) Sign out Contact Us Presz Room Consumars
Association.

Training & Events  Policy lssues  Advocacy Compliance Tools & Resources  Products  Bank Community Engagement

Haome = CAR tnm'?’ E‘P‘rnt

F CAB Home

» About CAB Corporation for American Banking (CAB)

* Salutans Help bank=s make money, save maney, diversify i
[ - Se—— o you by the Corparation for American Banking, an Amert
" 5 mancan
F | ke Backed |:r|.- Hﬂnrnugl'l due dlhg and field-sested o | Bankers Signowt  Contactlls  Press Room  Consumars
michustry kg and custormer-sanyics standards, Association.
L
EMDORSED PRODULTS BY CATEGORY
P : Training & Events  Policy lssues  Advocacy Compliance  Tools & Resources  Products  Bank Community Engagement
L b CAB Home Hama = CAB » Solutions 3] £ [k El Brint
3
- * Aeuicas ABA-Endorsed Products and Services
- ¥ Solutions Alphabetical Listing of Products and Services
¥ * |nsurance
=
. - ¥ Ammet
: Marketing /Affinity Marapement Insurance Technology

Tachnalagy N

» ASA Member Ciscounts Complance / Risk b ABA Insurance Services- D&O, Bond, PEC lnsurance » ATM and Branch Transfarmasion Sclutions
* Consulting » BOLI Portfolio Solutions » Cash Imventory Software
View solutions by catesory . ' o * Customer Appreciation Insurance — ADED » Ched: Fraud F::uuc'.ilan Softears
- . ﬁ. Cradit Rizk * Feal Extate and Consumer Loan Insurancs b Cheds Magng Sclutions
View solutions a|p|'|=be:|:=l.\_r . Manag=rnent » STAMP Surety Bond ¥ Core Procsssing
¥ Cybersscurity ' ¢ Deposit Reclassification
* Fundine » EFT/ATM/POS P:y—.en:
R L] Emplc',-m:rt‘S:anlng
3 M;ﬂqg-_ingj ¥ Fl Performance M;-ageme'ut
Affinity C}l‘ber\secunt"f ¥ Metwork Security and Data Protection
Resoun
" Technology . . » Online Audit Confirmations and Credit Inguiries
b AEA Mernber ¥ Metwork Security and Diata Protection Resources - » Pxyment Salutions
Di=courts Trustwrave + Technology Selutions by Fisery
¥ ABA Insurance Services Internet Banking Lizbility
¥ Partnaers

¥ _|ndustry Insights
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Bank Risk News

=

=1 Bank Risk Ne

May 6, 2013

ABA NEWS

Alert: DDoS Attacks to Target Banks on May 7

The hacker group Anonymous announced that it will
OperationUSA against banking and government weby
of Homeland Security, OperationUSA poses a limite

ABA has revised its Distributed Denial of Service (DI
messaging tips and recommended mitigation strateq

Read more.
Read the list of potential targets.

Fraud ... Cybersecurity ... Phy
May 20, 2103
ABA NEWS

ABA to Testify on Cybersecurity
Charles Blauner, global head of information s4
a House Energy and Commerce Committee hg
will focus on steps the federal government ang
nation's critical infrastructure and mitigate exp

Bank Risk News N | e

Fraud ... Cybersecurity ... Physical Security ... Emergency Preparedness
June 10, 2013
REGULATORY INFORMATION

FFIEC Forms Cybersecurity Working Group

The Federal Financial Institutions Examination Council announced the formation of a working group to better
coordinate among banking regulators on cybersecurity and critical infrastructure issues. The group formed in
response to the growth in volume and sophistication of cyber attacks and the increasing importance of critical
financial infrastructure to financial stability.

Through this group, FFIEC's member agencies will build on existing government and private-sector activities,
including FFIEC's Information Technology Subcommittee of the Task Force on Supenision, the Financial and
Banking Information Infrastructure Committee, the Financial Serices Sector Coordinating Council and the
Financial Senices Information Sharing and Analysis Center. Read more.

» Distributed each Monday
e More than 11,000 subscribers
« Archived and monthly compilations posted on ABA.com
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ABA Fraud/Scam Report

American
Fraud/Scam Report &) ‘ Assodiation.

The following banking-related items were recently reported by the Department of Homeland Security as part
of their Daily Open Source Infrastructure Protection Report.

International and National News

8 charged in $15 million attempted cyber fraud targeting U.5. banking customers

June 12, Dark Reading

A complaint filed by the U.5. Secret Service charged eight individuals in the U.5. and Ukraine with
allegedly running a fraud operation that attempted to steal at least $15 million from U.5. banking
customers that included hacking into financial institutions’ systems and making fraudulent purchases and
ATM withdrawals.

Read more.

e Distributed each Friday
e Over 5,500 subscribers
« Archived and monthly compilations posted on ABA.com
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ABA Security Network

Create a Groupsite | Find a Group

ABA Security Network OO | e

Association.
LOGIM | ABA SECURITY METWORK

| HELP v |

Login to your Account
About ABA Security Network

We use Groupsite.com for authentication. What is Groupsite.com?

Email Address |

Password |

[F] rRemember Me What s this?

LOG 1N

Forgot Password? Meed Login Help?

An information sharing forum for physical security, loss

prevention and information security professionals employed by
ABA members

More than 1,300 subscribers
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The Path Forward — 2014/15

Evaluate cybersecurity endorsements

Grow Cyber and Information Security Working Group
Grow electronic bulletins and Security Network
Continue to support the FS-ISAC

Maintain leadership role in national cyber discussions
Build CEO cybersecurity resource

Continue customer education/protection efforts

Gain ICANN approval to operate .Bank top level domain

© NOo bk wWDhRE
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