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Agenda

• What Are The Threats
• ABA Cyber Resources
• The Path Forward –

2014/15
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What are the Threats
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• Denial-of-Service Attacks
• Account Takeovers
• Website (SQL) Injections
• Point-of-Sale Breaches
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Denial of Service Attacks
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Denial of Service - Goals
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Denial of Service - Goals

• Disruption
• Cause damage to business income / reputation

• Demonstration
• Assert superiority
• Publicize a cause

• Diversion
• Divert attention from an illicit act
• Applies almost exclusively to financial 

transactions 

• Destruction?
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Evolution from Disruptive to 
Destructive Attacks

Advanced DDOS – 2012, 2013
• 40+ FIs targeted
• Resulted in dynamic, effective information sharing
• Wake up call for financial services industry 

Shamoon – 2012
• Malware executable spread using network shared drives
• Corrupts files and wipes device boot blocks at specified date 
• A group named "Cutting Sword of Justice" claimed responsibility
• Attack on 30,000 Saudi Aramco workstations 

South Korean Attacks – 2013
• 2 banks, media company and insurance company targeted
• Patch systems targeted
• Wipers hit Windows, Linux and UNIX OS and removed system files. Over 3,000 

machines made unbootable
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Would You Click on This Link?
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Actual Bank Site
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The  Bank Online

The Bank Online

The Bank Online https://thebank/com/portal/Index.do
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Infected Bank Site
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The  Bank Online

The Bank Online https://thebank/com/portal/Index.do
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Where do Breaches Occur?
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Source: Identity Theft Resource Center

• There were over 600 reported data 
breaches during 2013

• The two sectors reporting the highest 
number of breaches were the 
healthcare sector at 43 percent of 
reported breaches and the business 
sector, including merchants, which 
accounted for nearly 34 percent of 
reported breaches.  

• The business sector, because of the 
Target breach, accounted for almost 
82 percent of 2013’s breached 
records.  

• The Banking, Credit and Financial 
sector accounted for 4 percent of all 
breaches and less than 2 percent of 
all breached records.

• Overall, for 2009, 62 percent of 
reported debit card fraud losses were 
borne by banks, while 38 percent 
were borne by merchants.
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ABA Resources 
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Network Security and Data Protection
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Cybersecurity Resources off Homepage
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Cybersecurity Landing Page
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Cybersecurity Issues Pages
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New Cybersecurity Category on CAB pages
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Bank Risk News

• Distributed each Monday
• More than 11,000 subscribers
• Archived and monthly compilations posted on ABA.com
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ABA Fraud/Scam Report

• Distributed each Friday
• Over 5,500 subscribers
• Archived and monthly compilations posted on ABA.com
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ABA Security Network

• An information sharing forum for physical security, loss 
prevention and information security professionals employed by 
ABA members

• More than 1,300 subscribers
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The Path Forward – 2014/15

1. Evaluate cybersecurity endorsements
2. Grow Cyber and Information Security Working Group
3. Grow electronic bulletins and Security Network
4. Continue to support the FS-ISAC
5. Maintain leadership role in national cyber discussions
6. Build CEO cybersecurity resource
7. Continue customer education/protection efforts
8. Gain ICANN approval to operate .Bank top level domain
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